541 S F ¥ M Vol. 50 No.4
2022 4E4 H ACTA ELECTRONICA SINICA Apr. 2022

T i) A B W) ) i 2 P S AR A TE O 5

F{F—'Pﬂf 1‘2‘3’%]&@1,2,3’*7]“%%2’? %1,2,3,%73{#11
(1. T FRIRTE R H AR SH AR SABE  TEIRRIN 2211165 2. FREIRTE KA 8 R 28 20 4 5 B BOR T 2 90 as
AR M 350007 5 3. IR 44 190 26 2 i 1 R B SEB0 ==, TR FRH 450001)

W OE: BEWERN R BOkB S B P B A B ATRY HRAETE b AR RE R R R RER
Ji B RES A . e AT 2 N R AR I AR B4 AT by T 0 i3 e e TE R T A HEA T AL 1 E 2 A R
AT R B . B 073 DAGIE 2 fifp R K I 2 4 R R [ R ) SRR R 2 — . AR G Y 0 s DAIE D7 58 AT 25 T B W K 1)
P R SR URAZ BRI B0 , AL AR — b — U — LA 53 B 1 B A UERAR , Sy WK 190 45 53 ) B 43 IATIE AR
AL BT S . AR, BT T K 0 37 S A L DGIE D SR AR A AR e R O i R A B G JF B
V5 D7 LR LA P T 2L B RSO AR SO P T 6 2 S BOR B T — i T K 0 37 5 ) A T IR
HINUET7 58 IAIRPURE LA BE OB AT . o5 S0 e IR R 7 5 19 i) RE 22 S A MU AR 45, B30 X Bl
D, AR SCHE AT S UE AL IE T3 58 (0 Al b 350 B SR 25 LA R 2 B ot ROASBR . 22 PR B e W, AR SO 58 L IE.
WTE HUEE , RS IR A Philh | B e AR B PERE M RSB 07 EL R T, 5 BT S A K R ARy 56
FHEE , AR SCT5 SEAEARAIE 22 AR ) I B AR 1 LA B2 B3 H 3R

KR MRALAGE; WK B TRIERLE I i

hE4ZES:  TP309 XERFRIREG: A XEHRES: 0372-2112(2022)04-0990-12
L F 3 URL:http://www.ejournal.org.cn DOI:10.12263/DZXB.20211028

Lightweight Verifiable Group Authentication Scheme for the
Internet of Things

CHEN Shu-yi"*?,LIU Ya-li'"**, LIN Chang-lu*, LI Tao"**,DONG Yong-quan'
(1. College of Computer Science and Technology, Jiangsu Normal University, Xuzhou, Jiangsu 221116, China;
2.Fujian Provincial Key Laboratory of Network Security and Cryptology , Fujian Normal University, Fuzhou, Fujian 350007, China;
3. Henan Key Laboratory of Network Cryptography Technology ,Zhengzhou, Henan 450001, China)

Abstract: With the wide spread of the applications of the internet of things (IoT), more and more IoT devices appear
in our lives, including smart meters, smart homes, smart wear and so on. While they bring convenience to people’s lives,
many security and privacy issues arise because of the interaction of IoT devices through wireless open channels. Identity au-
thentication is one of the key technologies to solve the security and privacy issues of IoT. The traditional point-to-point au-
thentication schemes do not consider the massive resource-limited nodes, while group authentication is an authentication
technology that can simultaneously verify a group of members, which provides a new idea for the authentication of IoT
nodes. However, the existing group authentication schemes for IoT are vulnerable to some security risks, which cannot re-
sist malicious attacks such as forgery attack, replay attack and cannot prevent the group manager from cheating group mem-
bers. In this paper, a lightweight verifiable group authentication scheme for IoT based on verifiable secret sharing technolo-
gy is proposed, which resists the deception of the group manager. In addition, nodes may dynamically join or leave the net-

work in IoT scenarios. Given this situation, key updating based on the verifiable group authentication scheme is designed to
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update group members’ authority. Security analysis shows that this scheme satisfies the correctness and confidentiality, and

it can resist malicious attacks such as replay attack, forgery attack, impersonation attack. Performance analysis and experi-

mental simulation show that this scheme reduces the computational cost of group members while it ensures security com-

pared with the existing typical group authentication schemes for IoT.
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